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£ 

j I }-juJ I £ U L^J I ■ v_$J»£_juUl) I OjU^jU V I J 



*Ji-jS 3I 1 Lo 3! 1 &93JO ^ 3 j±aj dU 2 >juju cJLqjo qjLS cajuuJ 

i oIj_2jJI _/> ( 3 i\J c L^Ljjsii\ Joe) lo^J I ^oj^SLII dSjLoJI cSju qjj g-ksLuj {j 5 J$ 1 v_s 03 _>* 5 UI aj_jj l _sJLc v_sJ3Ajuuu 

./x^jLJLxC v_s^ 9 _j_>dlgJI I_£joA>Ajuuu v_s\jJI o I 3 A 3 1 v_*jJLuA 1 JjjxJI 

\Lsj 9 ^lJLqjoJI £>a.q> o\J i ^lJLqjoJI £>a.q> <i_jtid ( JjS T>Ad i_s\AiL ds^LoJI dU i_ 9 jAcl 

\$-9jSZJ v_S\_dJ L 03 JOA: i_S\jOAiiAjuULjO 3 j 3 Ion . II 3 QjO_)_auoJI A-aJ ^YLuJ 1 3 ^ ^YLuJ O^i-uJ 

3 J-P' o-° ‘LlLsLoJI Iaq> v_s ^9 c U3ljJi r Ajuj Lo Jd /x^jLjuul>- v_svS 132 -aOj 3 p$j QSAxxdl ^JoLsjoJI ps^> L0L0J 

. /v£j3>L=ej jjSlpJl A>l I^joA^Ajuuu A9 a—ajJLujI 3 

j_J_*J 5 cJ I 3 C_ajJLuli\JI (jklSi) i_sdc ^Aj ,JjO JooS Aj_>J 3 PjAiC* 3 CUAjuJ UI 3 J dULoj i JjO JlaJ Ikul ^M-juJ v_S ^3 

cSj_a_>c. dbiL-juul IaJ .v_9l>A>\)l v_9lj_i>l 3 /)dLszj JUsjo v_sv-9 1 _ 9 _>jJoJI J3I ,_jdLc QjojJ QsluD$ A9 O35LJ 

Cl_j03lsicJI J-^>3J j3jo\J| ^jCiSU £j_kuu Sr S^fl-idLuo9 A LsjJ I V&SIJ V_sv3 u k>3^dl />ASZJ cSjLqJI 

l/oIj-CI c t_03iajoJI 0Aj3> (J-O cSl -AaJIAajJLJ (jJ ^UoAjuuUoJI jJ3 q5J 3 Jjold JdduUU 

:) J3L>Ljuj v_ 5 °dJ 3 ‘ ^sdj^uj dUi ol /xJLcI ) ^Aa-ajj 

OuoAitAjujI AJL9 a c Lj 03 ^Qjo "3_aj_>C oLsJJo^ljo dL£> Ould ul/xj_>SJI (ISjLaJI vjOjAszjJs : dJd^-Mjo 
V&SU i-L-jjStiJ cS_>j>I L)Lj>I 3 a oJLiLoJI o \ cL^r_,l vGsu i_s\S djjuuLjjJI v-jAj^siJI obsJLla^bo 

IgJJa^boJI lApJ v_sv-juuLs ^_aj ptij v_sv-i 9 >ao />Asd v_soLAjLfljj oLsJiazudl 
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? j£IqJ\ $■& o-° 

oULi-JaiJI / 5 S-aj c_S_jJ I (j^l^uujJI ,_svJLc jSLoi gJJa^ajo v_3\JUo| ,_svJLc (jjjLJI 

C c c 

J_io ) AjujLuUL_> oLo^IsiX) ^JV-JLc Jt)..£L.: 3 JU JubfciJIj /)3_QJ si < oISuljuUlJI 3I 6 j ^>\ Jl 3I 
. (gJI ... o^joUl ctslloj oLosi&x) ( ^juJI jLL>juc> < cUjljojj\JI JLli 9 lku 

^SV-SJ O-^-ls 1 /53-P-fij oJ I ljLd> i _sJLc pJ\JjJU gfJLLx^boJI l-Xii /aJcaiUjiJij-JuJ AJIqjoJI dJui ^ 5 V^ 

C C C C C 

3 fh ^o^_S2J ( ^_s\JoL>- /j^^bjoJI I Jl£j gdio^ajoJI I _Xj 2> ul £^03! ul ^3! ( LgjLaj v_sv 9 j3jo\JI gJaj 
i_s ^-9 A 3 jL> olj _\_9 dJULoxj i_Sj_JI (jTl^uujlJI (_svJLc LuuLujI (jjJUoj jSLoi ^JUa^ajo < JlU_xS 
3 i_sv^iaUjJI 3 t_s\_oJoA.oJ I j_a 5 Lq-JI ,^sv _9 ci—Jlc P-jj^sjo PujJ 3 j,‘£> H 3 cl^jojjJI JL^jo 
. Jjuo\JI CLQjjJaJU 3 Aajl 3 P_C_huJU 6_)l£L&X> Ojl 5 LtXgjO AISLjuUUO i_s| gjJa^juUU 

_j » 3 L *^3 “'3^^.; Lo »jj o jJ *^3^ u^j-* J < <J I ijoJ I mj i_? > Lc j £ 1 

gUJ>_.r>_l I /)3_^fijoJI i_ 5 V -9 jjSLgJI P-JS ,JjO ^£5 I-Jjoj-C Jj>jJI l-\_da ujJuiQJ i lgj 3 Jul£joJ I 

" . ctoiSJU 

CUiSZLOjJ JUuoJI Jj-a-ajU ( _sJLc IgJuO _>S-3u ( PjjfcjuO PjJSjOjJ olj_X3 J->>JI lA£} JlJUjjOJ 

c c 

jL^-> gJl^jJ cLaJUl 6 Jlj3> ^<3 l^>«i _/d 1—9 cU I LoJLc ! Ja.O-9 gjjLuul 8 v_5v3 BASIC cisJU 
. jlg_?dl Ijui 4 jULloj (JjOjjJ?- Jjj l j 3 u /J ATARI clJLc (JjUaJ IpJj. > 

c c 

q_il Jj^JljoJI 3 ( jLp^JI A_jjIo2joJ v_sv3j3_JI JjJjJI (_S\JLc cLsJU QJczlDjj v_sv 3 Jo-Q -9 JuOuLcI 3 

( Interpreter p^JUI j-iujJlo guobjj /5I3 3 olSj^iJI jol ( _sJLc ciaJUl ^jbjsu /)U 

c c c 

ij—O ^Sjjl jL^sJI dJULuOU l j^u /J Pj\J ) CLOjLjU QjjSZJ ClJjXC lSI O3JU 6jJO J3VI) 

! Ucl> lSI O3JU -XijjLij guobjj A^sjJjJI ojl 5 3 < ( AaJJI OJui pJb>l 

c C c 

3 JLJ \J 3 ulS LtXgjO guolijJ LSI u\J i ^5v9ljJ> Jjol ( JjJ^jOjjuoJI \~s 3 jmSZJ jjoI I JlQ^ 

u3_Sb Louu^>- dJUU LoJ < dJUi _\_2j 3 cl^jojjJI o_ 9 s cl lo->l) LJLc) qj 3 ul 

! 6JuA>- QSZjOjJ ClaJJ _j_juULQjO 3^1 guolijjJI 

u^jIjjo jl^I 3 ^_s^JLci o_jo Compilers or Interpreter oIj^uul^joJI 

c 

(_Svj^oJ i_SV_ajjLuj\JI /J^^BjoJU 1 _S\jCUuUUO Cl-J-C ( _sJLc JLuO lA£> .A?«jOjjJI 

gjIjJI (_5V jlSZjoJ I ( _jJLc cU\JjJU PjliLoJI 6JLQi uSvS jSLoi PjoJS /)JCSlUuUUljuU L03JOX. CboiSJI 

c 

. Pj-Cj-juj 3 PjjLsijJI Pj Ij A 9 /) JoJLajUU lSjJI (_^l^uuuJI 3^3 <-juuLjt_oJ I3 
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u5V^LT^JuuJI *J 5 ,>^5LgJI 


( I (3I>J->| ^L^bfcJO V_S^-Q> £SJl_juuoJI Cjlf) lo-> ,_ 5 S I 3 1 u^Su 6 ilc 

c c 

v_ 5 s l 3 \J I <*>3 lo->ll u^Su IjJ < Lj_ajuu ‘-d-g-juu PjJLxc cLo^tiiiJujJ I 

. (j5La> c LL*jCx_vjUu ^yo u|) jSlgJI -ilJi <iJb>j i_5v3 


I-SJlJ i_SV^ 3 -JI iljijj 3 6j_jLQ.ll i_ 5V-9 3_rLo^fcJI £uolj_J jLuO_ij| ,J_jO /xCjJI ^lc 

c 

jjSLgJI c\Jf| fh J-O* SfJ-C ^sJUqjU (jjO jJLijai Jlj Lo PJ I ^jJI ( y ; SVjO JCfc^juUUO 

. 6 jlg_> l _sJLc 6^Ja j-juUL Jl p^uCX^J 

c 

^UoL/jjJ C-jL^LjO jLp^JI uLS lil \JI l_sl ^ /)L C JijuUU 

QjL-Qj v_sv__jJ I ^uolj—JI ojLdi ( j_s\J I _>S L^J I J^-ajuu Backdoor ( ^s'-oJb> c_jU ^l^qj 
jljjc^lJIj LpjLo-Jb 3 3 Trojan Horses oil 3 _>_b pjo^lj>I i_5vS vb-'l 

J^_S 2 jO 3 jj5>lj> £uoljjj ,j_C ^LpJI PjoAinAJuuu dJjlpj> uSvS Port JlBjuO £09 

PjJLc J^-ajUU 3 jSlgJI /)JcaJ v_svjJ I O LoJcaJI 3 ^yx/Laidl cisis ^jvJLc i_S 3 i>i; Iqjljuuuo 

. Qjolgjo 


I CjoJ P_>3J i_? > Lc P /JLSu C_ 9__)_> 6clji) (jjO (j^uOJLtJ uJ 1 JLuoJI J^u—uU i ’TvJLc 

(^5^-9 c L-ijS>J\ j3j_joJI 0L0JS Q_ 9lS c *> 11) c LS2_<ju3j U3Sij_JuJ Lcul < CjUjJu\JU dJUL^uj cLjI 

c 

J-f < IjjjoISJI jjjAiiLuuuo 3 < dJUjLuuj Oclji) ( jJbloJLo L 9 Lcul gJajijuuu^jj ( d^lJdl 

ll+JjSU s^l oLJibuoJI 3 Lg_^p.^a_ju i_sv_ Jl g; 9 I^joJ I v_s^-9 diiS^Luj-jo gJal-Mj— ljul> 


SubSeven v.2. 1.3 BONUS by mobman 

ip / uin : 127 . 0 . 0.1 


connection 


keys/messaqes H 

ftp/http 
find files 
passwords 
reg edit 
app redirect 
port redirect 


miscellaneous 
fun manager 
extra fun 
local options 


H port : 27374 

cached passwords 



get cached passwords 


recorded passwords 


get recorded passwords 


clear 


show received passwords 


RAS passwords 


retrieve RAS passwords 


icq/aim passwords 


get icq passwords get aim passwords 


w w w . d e v h a 1 1 . c o m « x.li 


- idle - lyou're not connected. 


Jb^jO v - S ^ iuUlJ I C __ jl _ ajU 
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l-bii ulS cl^JUL) OjA^bO \J CJjJLo 3I (JjyJoJ £lAQj /53 -QJ IoAjlC cdijuUUoJI (jjJLbuj 

1 _svJLc qJbjx^iAj dljujLaJj CjuOvS 3 1 i_s 03 j^SJ\JI JujjJI v_ 9 J> 1 o o-^" •bLJI J-juujjo ubLoJI 

"■fi C c" c 

. Lp-JLc CjJL^l> v_soJI .jo-I 3I gsl3joJI Jol ,jjo 

c c 

3I clJLjcot cLjuuLju cLjjjJb*- ,jjoAo c 'AoA'bo O3SU cu^a^-l) (JjuuuulsaJ I oloJLo yjzsij 

AJoLuuljj C> 35 u (JjyJaiJI lAgJ d JJulSLaajU AAC ! j3^juUU 0 Jj>l ^SS-ft-yJoj £yobjJ 3I PjlSzJ 

< P_^9 (Jj-fcSzJI 3 jdjLg_> J?l>A>j djgJJLoj uc^Sb-Mj 3 Backdoor bjjJb c-ib CA>A9 

£ 

ij_jo Aj03lsboJI 6 Ji_oi 3 dJULajj 0-93 dJLj ^baJI v_sv— / yS\JI fi-Sj QSjSZj 0 Pj>L«jsi<_aju Lo 
1 _J^2jL*jUU ul (jjo t 93 > loA^i i_ 5 vS c_jt^_jujl ,jJ v_juJLjjI 3 JjJSi/ lp_JLc Tjc> J^jujJI 

! l 25Sy juiJ 

£ £ 

j_yC ijSdz—iuj ( j_jo v_sv_i3jJiSJ\JI JljjjJI j_yC JlJUbaj ^uobjj 3 1 i_aJLo i_Sl ^lLoj \J ! QJ^ju^uJI 
oLuj3jjLqJI iLo_XJ ,j_jO LoJb A^b 3 ( j3^juuuo jj-C §33j0 ^svS 6A?sj 3I < < 3 $jSto 

£ c 

. ( 1 _SvJLc pQ juuul ) ySj 3 i J^buUU i_5v3 (JjULjuULSlJ I oLqJj 03 

Zone Alarm pj \ Jl 033 £uoUjj J_io a^ Firewall £uIoj> jIa^> ch° l&S 
oUbyJaj (> 2 - 2 J LpjOA^AjuULJ 1 _SV_JI 6 j 3 ^_juULjoJ I A_9bjoJI iJj^l-C[ 3 jLg_?«J I j_9LuO A_jLca>J 

IjjSLfiJI (j-O (jjJ AAjuoJ I l_S Aj (jJJ Oj^utJUuuoJI c3ljA>\JI 

OU5JI gl 3 l$J 0 3 

£ _ 

6jujj-C ^Js> 3 1 AJLqjo i_sv_ 9 Q-jLjJggJ 1 Lsz9 3 < Ia^t ^jlSZjAjujo O 3 SU A9 £jjjJI l-boi 

£ £ 

(_Svjxjuji_o O-^cj Lg-gA^aJ v_sv— jJ I v_juJLjuj\JI 3 cAJbJI (jjo AjAsdl vlJbjai u\J o\Jlajo 

£ 

,J_jO 3I ( £93joJI c5j3-IqjO 1 JJ0 £3J03joJI lAOi AjuoSLuO 1 35 uOuoJI ‘ S9I3J0JI JljA>| 

(JjA^I (JjO ^3^03joJI (JJUL 9 b LuUl 9 < (jjAj-^bJ I CLyOdi^ IjJqJ 3 < gSl3joJI d\Lo 3 c Lg_> 

.qjjl uib jjlC 3 J^CUSZX) J^Luuu l jj-AjL?dl 

.. c 

v3l>^JI 5 .. SSI3J0JI ubu 9 [ 

£ 

,3^0 ^33 Jo_a9 /x^ j_C LgJL^a_Qj < j^ujl_JI l j_yj\LoJ P-^Ljo dJLiblu lil < Lsz93jo dUbjoJ Oul 

CLjxpjo 3 fh lA_da obbJI ^33 Jc^L-adl < ( j 3 >o CLcxiS 3 /)A>Ajujuo /x_*jj|) O bbJI 

£ 

jSLpJU O-^u 0 vJ AJoLjUL_«J ( oULyJI <*> t fh P_9 j32xJ jJq^LjO jj-C O 3 SU bbj>l 3 ( _>S LgJ I dJUi 

3 I < viJLs293joJ A . 0 -y^a_>_».i.i.oJ I c lS__>_> u 1 1 *ju v_sx_ 9 l _J-^gAiLi—ji-l I ya I bu O I j-3-> -i ^ I J \Lsa_*ju | 

obAAJuoJI J-lo vd_S293jO i_SX-9 I— 3 jl*SjAj /> 3 _ 0 J i^aJI oL jLyJqjJI olj^J 1 JjO J\b2i_Jujl 

■ c b^jAj /> 3 i>j c_S I 3 1 A<J3jji5J\ll o\bjoJl 3 l 

c £ £ 

dJljJ-Au\Jb jjSLgJI JlJ>I /) 3 -fiJ ol I_s^_a5b < c_jlS?.^lJI jjo\IL; (JjuuJ olj_adl «*> t fh 
i^saJI 3 _>y^jujJI ol/Axjucdl ^yobjb c '->Ajucdl VB ciSj-juu ,jjo ^jvjb v_soJ I cbjb>-\JI JjLujjJb 
/)J <_SA_AjuO 1 jA: Lcj^juuo j^lgJI <dUb c_*j3>aJ /jLIqjJI i_sx 3 cijuaiSb 6jSj i_Sl l jA: ^Jbu 

! CU9 bj^ll I dJUb J^xjuuu 3 A£j <^9 jaJ b jasu 
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i_9jUaJI cUiio 


.. C .. C 

gLdl^joJI yb>^ CLuuo £uLcu 

c 

oL>^J 3 J_A&juJ_jJ I />! loi (jjO lf >_&0 JjolsiiJ i_svjjl C15 Lqajuu\JI oSj-uJ ,JjO _vSb 

( _S^JLc i_S3_c>i; O-ilS lil Lo _X_^Li 3 oljljL^^JI 6 Jl_q> ,j_C cLa^lJIj /x 9 3 /X£jjJ /xSL>iJI 

c 

.\J 3I 6^>jJq.> Cj\jSU 


0_jiS lil (JoJiS g—S^joJ I 6 j5l 9 lp_JI ^ L*_^J v_svjJI oL^cjOjjJI JoaS LL 93 JO v_sv9 />Jc*j_ajj[ 

Sb /jJ lil i \Jj t jl$j Jjftjuj ( _sJ| P-ajuLo Qs>\sxj CjajajuJ 

.gyaj \ls t i_svJb>b 

c 

CI 3 <uj ( g_ 93 joJI i^-9 LgjoJciii«juJLJ v_s\ jJ I oLotjOjJI 1 j-jo gj_Aja_jJI LoJb " 

.cLu 3 jjtSU\JI o\L«joJI 3 I oUjujuoJI 

c 

L)j_ 2 j ( olsLk>VI 6 JlQ> ( oIqjjJqaJI ( _SvJLc CLi-jujLjujI _>aS 2 JI olsLo\JI ^5 v 9 gJ L jlJ \J 

C " " " " JL c 

^ b..xX\XVi ji/O L_ 0 j\j dJUi 3 ( dJLsz93jO v_sv_9 oIj_ 2 j gu_9 i_s^- 9 lj— yiS /x^Ljuu (olSlpJb Lcul 

(_SvJLc ) gljoLjjJI (jjULQjJ P_ 5 « 1 »juoJI J-a 9 (jjO gUOjjJ /J 3 6l3j3> Jjl9 1 JjO Cjl^jOjJ 

C_aj AJU C_a J LsJ I v_S\_9 ^_Qi objLjuuoJI guolj-j i_SV-9 ^JC^ajuiJLjoJI oLSlpJI JbuoJI Jjj-aju 

c c 

U 3 jj>-Lai; oUjojuoJI (>as 2 j c5jJ Lil c_ajJ*sJI 3 ( ol/JuuuoJI /Jqsjo 

c *-^> 5 ji- 2 j 0 CL-ijjJb*- cUij-QJsJI i_SvS v_5VJ3i i_SVjJI 3 L^J 3 jOJCSlLajlJU i_SVjJI olSLpJI 

!! ): /i^szsl^o 

c c c c 

LLI ,jjo _xSb 3 LL 93 JO a_sv 9 IgjoJcau-juuu v_sv-*J I ob^tjOjjJI g-uJ (_sb-C LoJb I 
dj_Ajo i3->3 ^UL> i^v-9 JaiiS ujjlJ3 6^Jq.> djijj ^3J>3 pJL> i_sa 9 <L9jjJb joqsu 

. LuCU I JS LaaJUoJ I LU C_jla_aaJJ Ja9 L^_a 9 gJ LajoJ I O La9 jJaJ I OjjiS t ^UO b jjJ I I_$v9 


C c 

^La^CJ _X_9 ( PjjCX ajUj c '— P-> sS\l bLsz93jO obbj i_sJqS 2J < Jc>l (_sv3 (JjjU \l ~ 

olp^r 3 g 9 l 3 jO ^0 JjolsziJ dbl ,jjO _xSb < dia 93 jo ^sv3 pJSLjuuuo gt-JL^ii 3 1 guobjj 

.oL/JujuoJI i_svS 6 l 3 ^JI ijisz j gjo UJJUJ 3 CU 93 J 3 J 0 JI ^jjO < lJLc (_sblc 

c c c 

c_jUjjO jjoI lilLA ul Ojuuuujj>I Lo l _sOuO viJLs293jO ^5 v 9 LOQS J3>-jJI o\b*_Ajj " 

C c c 

CL«jL^i>-\JI 3 I cUjuO^I cU\L 2 a_ajj| jJb jJc*j oLo 3 isixJI ^JJO J 3 >jJI o\bje_Ajj 

c 

cLo_c\JJ guo>juJ_; \L9 cSJuJuO dJULijoJ CjuaS lil i disz93j0 i_saS oISjLuuuoJI ob^>-\L^5 - 

JlL cL^obJI jj53SJI olaJLo JaS /Xi 3 iJc>-l ( OujjSjuj l 9 b> 3I HTML /33JUJ3 ciSLob 


II 


6A£j 


c 

jbtiLjuj| dJL5bxA9 ( dJLjJLQJu cUjuoYII guL^uJI OJu i Aj-Qju i_sb 3 J /J li| 

R-9QjO 3 fh JL^joJI I t fh a_ 5^-9 CLjjj^JI g r jl 3 joJI JuJo_9l J^J>I ( viLtC viJLIju p£SLi] 

c c c 

. g9l3joJI < -LaJuo\J I oloAitJI /xjJlQjj u ^^^lLoJ\ q Pjuuo\J| JqJL^JI 
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!^l u LfljuJfiu xS j^ksus U jjS IgJfl 


^XSSo^ ^HjlSLjO^ajU Jji 

SQL Injection ^ o Lo b>2j Jj3> 

Session Hijacking oLjLbJI />L*bl 

< CRLF InjectionJI olb Jj5> i L*_ajUL>" 
< Directory Traversal Jl lil* 
Parameters Manipulation ?o l^ajuoJ U ux\LJI ISLo 3 

C __ c c _ 

\J| Lo> jSil joj i T_L> C t jlS 2 juJUuO £<^<)joJI ul (jX ^Lkil i^yJo-gA-juj OJui ... bjjuo- 

s^-JI oL&jjJqjJI _^jjO_X_aJ jj^ I |jJ I L^jLs2jk_JoUU I ol__)^jJI 3 JS LiuoJ I ^IgjI __)_£_jujl 3 ,/3^l 

c " c c 

Si 5 v 9 ojlj i oL^JLLl^loJI 6 Joi> (j_o jjSI 3 I ^-^X— ajlXJ /xJ CjulS lil 3 i Lp^JOjjU 


Tj_«jiS C_jlP_jujI O-b ‘ l>° S 9 I 3 J 0 JI l 5 j 3 JqjO /X£J cJLqjoJI 1 JjO C jsxj I I JlQ> ul L&J 

dJLuj_aJu ujXuJI i _sxJLc jiU jC^acS Lbl g^pl ( IpJLoX cLqj^Jo 3 oLJJq*£loJI d-boi £j^iu 
i L 03 J 0 X i JqjuuqJIj LgJ i_svx«jOjjJI vJvj^joJI 3 -Q> Ijo 3 oLU-LlzxoJI 0 Jli 3 > Jju^)LqJ ,jX 

c C c 

^JLLjuU I_sv3 CUjuoYII /X£i9laj CCuOuLJj QjjCXx£joJU oLLLL^LoJI OJlQ} l jX /j\Jjl (JJJ33 j jSiLuJ 

.o\JL«joJI 


Cross Site Scripting Jl 

c __ 

6ij_siooJI -bLxj\JI oL>lq_^ 5 ,j_x LgJ Tj_jjoJ CSS (JJUUJ3 xss T)Lj_l>[ Lg_Jx (jjJLIaj 
LjJcu JiL-Joj (_sJ-C Pjjj jSz±\ I O Lco^JI ( jjo £.3j jLai^L (Cascading Style Sheet 

ot>J2_j^J ^iLoJ v_SV— 9 >joI3 \JI 2 _jO pILu^jO oULj JL>i| (jjO /XQiJol ,jSj<Xjj LoJuX 

c c 

JUX LLl> JjLuuj jl_p_b>[ 3I J_S 293 jo JSLju c b3_*juu LUi <jX £l»ju J 11 s 293 jo 

C_jl>Lz> 3I j^jJI ,J_jO <LjuJ LuJUfcJ I obLJI ij&SZJ QSjmJ 3I (Lp_jiJ jSXJ JOJ (_SvJI ^>iSL^]\ OjUj 

! CLjuULQJ S; 93 joJI 

/X_pj dJb>Lo^jju 3 ^iLouJI ^SV _ 9 jl3j-JI o\C>JuoJ viJLa.b /jJlC c U?ejJu ciISLjujuoJI 6 Ju 3 > ^l»ju 

c 

UJU3JJ ^^vJLc /x^JLsisj Lojo ^93joJI ^iLoJ ^sv 9 Java Script 3I HTML JL>iL 

j^LpJU (J-SuOJ ! CL JLuS LSjJI JJJL-Jqj 6 jJU-kjJ { JJ 0 C js> OjuJlJ oIj^j-juUU Jsz 93 jO ubci^ 

clj_>l bLio| 3 URL ^3 Lx ^>^3 l jX LLo-<Jaj LaijjjOU >_slJI ol^>jiljLX3j| ,^9 Ujubl LqjI 
cU3_*jo_; J- 9 \il (_sLLc 3 1 ( LLp-<-Jqj ( _sLLc LJ 5 3I L_J>> OjJqjjuoJI ( _sdx J^l 9 ciJL^ej Lp-JI 

II /jLLu Lpj u)Lau3 ulS uxJI 6ji2jJI CSjloJI i_SjjjX LLIsd 1 t f) t > lo > 1 1 JSLjU 

) I jLJjJI 6 cIj_QJ j^LpJU ^LOwAjUU CjuIS i^SLJI 3 JbHotmail 

XSS !JI Lx^ii Lflju^U CjU IS 6j^ill UJb < pxs^aJU 
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SQL Injection Jl 

c 

£3-Ao3joJI Ia_q> (j_c LqjLuj IpAjuS cULqjo (_sJ| CSjIqJI 'J 5 jjj£. JJL^-Luj cUajjjJI djui O^cJ 
i v_<jqJI oLojuJoj jlJo , LoLuuJI )LojJI SQL Imection Jl cJIqjoJI . aja^aJU 

c” c 

.OijjjjuO cULqjO v JptAJuJU 3 Cl> Pq JOQjqJI < cJLqjoJI JJj OcljJjj g-jJOJLjuJJ ul ^^Vjuojl 

Session HijackingoLujJbJI 

/)3_aj i_sjJI Session /jaSiUujljoJI cljujJL> ^^vJLc 6jJo^juoJI cuLoa: i_svj3> oLujJbJI ,ob*A9[ 
cLjujJbJI joSj -bLaJU jS> LpJI jo^su, ul /)jJb cUujJbJI /)b*A 9 [ cuLxC . /iUdJI /jIaSlUujU 
Reverse /x9>JJ .AJ3J 6^Ld 3! Brute Force LpJ lSjUj>| 3I Session ID 
.jjkSI jAjuU LjuU IjJ tJL> /53 ^bjoJI 3JL0 as .Engineering 

c 

v_sv_jj I ^sv_di3 Persistent q_joJIaJI oLmjJbdl oLujJbdl 1 jjo 1 jj-c 3J JLji ul ,jjo 

^sv_SJ /ja^AjujljoJI jLp_> c ^-9 Lg_lo.o.> 3 (jj^3_SJI) IdL«jj\JI oLqJLo uij>2j lpJL>l 1 jjo /jaj 

. ! <_Sjj>l 6 jjo 0S3 i_sl S; 5 v9 C U^3A: aac /jIIqjJI clJLc 

i_s^_pAjj v_sv— Jl vjuoi3 non-Persistent cljoJI^ j-^slII oLumJbJI i_soUI £,3 aJI 
Session ID p_jujJb? ^9j /ja_j ,jjX3_JI \15 <^sv 9 < QJL^ijjy. JU /)A>AjujuoJI t3\Lc| 
3I LpJ kjJjJ LSjJI /JASiUuJUoJI oIjj^jjO /)AAfcAjuJU Ijui CUujJbJI /x 9 j ( /JASAjuUUoJU 

CLaJ (jjO i_sw3ljA9| 6ilc ^5^^ /*3>ll l-i^ < /dJojJI cLUujJb? J\L> Ip JLjjjLAjaj 

Lpsjo £uoA_/ cLjujJbJI 0S3 /3 AAtAjuuuoJ I i_5y i-Sl /x 9 j d\L> ( jjO IpjoASAjuuu v_svjJ I cU*jOj_JI 

c 

. c 5 j>\JI O I^^jSuoJ I u Ssj 

c c 

3I O^&juJL-J ul U3^ i_5W3|jA9| JSLjuUU _/Os3_^J I IAj3} AJ3IJ ^SVjjJtSu (Jj^UDjjjoJI u&SIJ 

c 

1 cusz^j pJ AJ3JI 6ilc| 3I i_SjLj>\JI AJ3JI PjJLixC (Ja<J c uJLc Jjol3sdl ^jjo Aj^jjoJI cisLoj 
^LBjSLOj cLjujJbJI /y- 9 j j^LpJI /53-aj cdSJiuuoJI Lui 3 

I>-qj irSjJI /jUqJI HTTP Request 1 j_c LpJLuujj 3 cuio^JUl oLJqsjoJI 

( jjo v_svj^sj Ia ^3 . (^jLIqj IS Is < OjSljJI ^3^>-3 jcJI cUujJbJI />Sjj cUjLqj 3 cUujJbJI 

. i_sviij-sjJsJ I /) ASlUujuoJ I 3ji j^lpJI ul /jliaJI jJaj c Lpj>3 

tJvJLc Si 5^5aJI QjLuuO ) cL^lsJI /} ASilLjuJucd I cLqJqjuoJ J3j^> 3JI v _^>- JJju cLaJuOu 3 
( _svJLc c\jLl_*ju\JJ /jaAhLjujlJ ul 1 j_ 5 ucxj xss II oLcotoi ul jSaJU jjJl^JI 1 !! ) JLAjoJI 

cUudJ^r /ySj 6cIj_qj /53-fij jo I lot 1 1 CjUjS >jJ l_ 9 l> ^3^ jjjjoJ ^9J>b 1 >C JJi 3 O LuuJbdl 

IjSLpJU /x 9 >ll l-i-oi JLujjl 3 /jaSlUuuuoJI 
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JjjUaJI cLtiio 


JS L uuuoJI ^jjo £$jJ\ Ijlq> Uu? u J £uLsu 

^Uq^jujuoJI jAS LoiAjJiszj 3 cLjujJbJI p3j JJ, St—KXXJ 

>_sJ|s i>° qJLaAjuiJUoJ I 3 oJLajJ jjoJ I ^LjuU LajUCsJ I oliLuJI PSlS _j^*-Q_juJuJ SSI II JQ A3tA_Juj[ 

dJLolku 

C C 

LpJ\L> /3A3 »AjuuljoJI ub jJlQj i_svSlS 0 S 3 Ig-J-C i^sw^jOu cLjuaJb*- i_Sl clgjb /yS L^jOjj 

A_ 2 j /J 3 c Lj> 3 jJ 2 jO /sUqjJI P-juuLju Jjj AS PJ I 3 I lg_l\C> oJLxC (j_o \lszS AS 

IgjoAinAjujy 

XSSJI olojtoi \uD JLolbu 


CRLF Injection Jl 

t_sv^_juu\JI >0^ 3^ CR Jl , Carriage Return , Line Feed J jLaxJ 3^ CRLF ^llo^n 

c 

jj ^^vJLc iogJaJI AAC 33 Aju 3JI lgjoA 3 *Ajujy uljjOjJI ulju 3 > ( 10 v_svSLjuj\I| jx>j LF Jl 3I3 

. ajjc> Jcuuj ,_sJj J3>JJ usl Enter 

(JjjlJ oLcx^ipJI ,j_o £,3-JI I X fh jLaA>b i LF JjOjJI Jo-oS /jAiiiLjujy ^jjoSJlJ /jLLu 
c U3_*jui_; 3 _oi oIj_SjJI P_«_C3 jJI 6A_q} J\Lj> ,jjO oJbzS ^IpJU jjJaj b° i_S wa ^l ‘ ^uUJ 

c 

i_S jJ! t f) t * lo > 1 1 ct-A-Ccp c_h_ajul>' '-t—uu Louo O 3 J - 1 AS <USJjuoJI 6Aj3i AjJLsJL f 

.CU^jOjjJ />3-QJ 

c 

—IIS L0L0J ) /JA^iAjuJLjoJI o\L>A_jO \j£ 0*3 fi A£: 1_jl^juJU LqjI U3SL / 33 >l 3 JI (JjO fxjl Iaj 5 > 

\n\r ojo\Lc J>jlj \J /ja^a^uljoJI ol o-^> jJb < xss ) Jl 3SQL Injection 

c 

J33JU 33^0 jJI 6 Aj 3 i /jIa^Ha-jujL /)A>AjuUUoJU Lpj £UXjuJU >_sJI tjSLoJI 1 _SvS \JI ) o\J>JuoJI 

( AjA> j-Iq-juU ^Jl 

c 

jj yD I A jsAjou U cJ ^ucxjuju ul V-A<ej cSAAAxJI i_svS 3JqsJI c 0aJ i_SjJ| ^3 jJo3joJI ^_svS \hjo 
0I3-AC i_sv_s o-J^s < I c W jC >° o^s \n\r (_sJj qjc JogAoJI aac J3>aj i_s J l Enter 
h6jjJ cdSJuuo CRLF jx>j JL>aU /ja^AjujuJJ ^LxjuJI 03SJUJ ^3^03x0! 
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Directory TraversaloljJbuoJI ss3 

c c 

( _SvJLc oLo^JI j lo->l P_il 0J9 lil gJUl ,jJ i \lsz 9 jJq.> olcx^igJI ,jjO £ 3 jJI Ijlq> 

c C 

(J-SuOJ 1_SV— »JI oL fl-A-JgjJI u\J C_jlS2_j^ 3 qj| 3 rfr Q_ilJo3 '^ 2 — Lo ( (_9\L_b\JI 

3 _J lo-> P_il ,j_jO g_JjOU ^ I t fh ^^3 ( Taj> O^JCSjO lp _<3 ol^iijJI 1 jjO £,3jJI I- 3 lQ> 

! T_l> ^Jq.> 

c 

JiJbejo ijjllaj ^3>i*JI ,jjo j^lpJI ijSjoJj ul 3 _q> clIoLajuulj oLcx^ipJI ,jjo £, 3 jJI l_Ld> 

( c53ijuuucJI i_sv 3 i_SjJcjJI jJbtxJI 3I2J c 5 p>-l oljJbup (_sJ| ROOt directory SS3J0JU jJc*JI 

U3_Su IIS IU ,J-j 032 j v_SV_J*J I 33JUU3JI Cj\j 3 jj> kjJ <^3 t 6j3juoJI JLuo i_su-Ci 

;^oi 6ilc gS3joJU jJcjJI jjboo 

C : \I netpu b\wwwroot 

Jq_qS jl S jJI ul 9 i_sJLJU 3 ( dia93jo olaJLo CU 9 Ju>l3U i_SjJI 3^ jJb&xdl Iju3>3 

( oJL>lju i3_>3joJI oljJbtxJI 3 jJb«joJI Ijui i_sv 3 6:*3j>3joJI oloJLoJI Qj>^u ,jjo 

c 

,j_c ^LJojj dL-Jo-gj J^AJI Si 5v_9 6j3^lJI ( news jJbto JUjoJI (_s^J-c Lgjuc>3 

.Lp_«JLc J Liuo <u juJo Luu v_svjJ I oljJbjtxjJU ajuJLjjuuJ I 


B & 


wwwroot 


Q company 
(£> downloads 
S (S) images 
lr?i news 
i£) scripts 
S) support 


C c 

JfLiJI Ijl^j cu^jojj uSjJI dLa-^-Joj v_sv 9 0 I 3 JLC dLjJ ul 3 J u\JI 


http://www.voursite.com/news/show.aspx?view=file.html 
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yjDjisu file.html ubLoJI < /jjc*iUujuoJLI file.html ubLoJI cLcju-jujU jo^su, uI 3 jlsJI 

C C c 

v_sv _9 c_*_c\LJb /)L 9 jSLpJI ul 3 J u\JI yjbj-iS \ < news jJbuD (JjulqJ i_svS ±£>$jo O 3 SU ul 

. J^LjuUL Jl Ijl^j <=LuS 3 ul 3 Jisdl 

http://www.vou rsite.com/news/show.aspx?view=../../../../../Windows/svstem.ini 

c 

i_s jJI v _3_«jJaLll ol 3J liLo System.ini !! _ll v_oJLo 6 jo3xIjuuljo ,jjo -i-oJ ■■■ c o ; y£bo 
( _SvJLc JjJtSixJI ( jjO jS> IgJI (J^uoJLjjuj i O 1 JL 0 JI <_S 31 >jo ( _svJLc Jj-XaiJU £ucuuuu 

System.ini >u*JLo 

^sv9 9 i_l/ & 33 joJI >_svS \os>3 (JjulJ < Jj^jujuJI jo Uoj {jjo disz93jo ^_s3 JjoIS joSszj v_svjbj Louo 

c 

^TjCX. a aX—J dLolk; ul 3 J J _p*J vdLJi ^_jO C 3 *jo\J| ! viJLs293joJ UL^QJLjuUUcJ I j3jj_juU_JI J_jo15 
f Jui £uojjJ ^ Ol yjbjJsu ) J^iJI JJ 0 I 3 I &%joJI 1 _svJLc oLqj-JcuJI \j£. isu JaiZaujuJ 

JbuoJI ^svS l&S i_S;jc*JI jJbuaJI ^jjo &$j3t Jl 1 jjo LpJI (j^uoj < ( ! oLqj-JqxJI 0- 0 Sjpbl 

" c C 

Format j_joI JljJ2ju 3 i_svjujuu>II o l3\J I j ] q—ku ^^Jl J3_j^>3JI <jud (j^ucxJLj _XS < (^jLuuJI 

! ! pJLovS b j9 jjlmjJJ 

c c c 

uliiijjJaJI JOJJzlLmjJ ul UJojCJ i_5VjljJ 3 < ul ,jSjOU olo^lgjl (jjO p Q jJI Ijuai 

:cdSL juUUOv Jl J-J 

c 

olj_*£xoJI 3 o\1>JljoJI P_9lSJ vdL^L-^9 ,J_jO JkSb i Ip-iiiSb >_SuJI OjJijjujlJI J\Jj> 1 JjO - 1 

c " "c 

Pj ^ 3 jOv_julJUoJ I (JjUajJI [JJO^O g_aJ Igjl (jjO .xSb t /jUojJI 6 jjjOuoJI 

c 

J 1 Is 293 joJ ^-O-y^LUjLCoJ I ciSj^uJI ciSJLuaJ 3 I ) cilSLuaJ i_SjJI jSjj-juuJI obljLcj J\b> ,jjO - 2 

c c 

i^aJLo i_Sl j_s\ J I J3 _j^> 3JU ujJLb i_Sl gjuo joJj O^Ijlc\JI 6 Joii ,kub ,j^uoa) 

(J— C b-J- 1 — (UO dJLuJ_QJa j 3 jj-juJlJI J0^9 ( CUuJjjJ gS 3 joJU 1 -SjJCjJI jJb«joJI 

u| < dLsz 93 joJ LSjjapJI jJbtxJI gjij uiJLo £uJij ub OjjijjjJI J\b> ^jjo ^LoouaJI 
3 cUuol j_f±. dLsz 93 joJ uivbJUuuuoJI jSjj-juulJI oblji_cj ul <^su. dJUi L Aolo'i nil 
JlJL^jcxJI ijjLlaj ^jL> ^_o_JLo lSI ^jJLJo cLjua—fij ouJI S-iuou J-)l sti ul ucu 

J_X_C JJj 3 JlJ 3 ( jJUi dJLs 293 joJ Q-Q-tjbJiLJULlLoJ I <i£j-iu ujl 1 JjO UjJJoI ( i_SUuULUjJI 

.cbloctJI 1 jjo JujjoJ 1 jo9j qJa&jJI (^sv3 bj^i IjcxS 6jbj_xiJI 
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Parameters Manipulation oIjaajuoJU olcUJI 

c c 

6j_>ouoJI oI^>^«joJI gjo dJLolsj cLqjjJo ,jX JjoIS /y^S i_sJI jSlpJI J-c> >£-*^1 -)ol 

( _SvJ| OjjjOuoJI O I ^g-ioJ L v_jlT:\LJI (j-C /x*j < OjCx 3 i_SjJI /jlldjJI ,_sJI 

( CLjuO-Qj j-i^uoJI CLjX^jJ /x-s -9 JLajJjI 3I LgjOyiS 3 URL ul^-Lsdl 

JjLjjJjJI 0 t fh < LgjjJ> /)L 1 qjJI (J-jO v_S^_JI l JgjJI JjLjuUj Q_ 9 j^X> j^lgJI £.. L* * *juu 

. liJL jJ fi LkJ I I _/xg _9 i_svJLc __>S LpJ I jlc LjuulLjuj 

c 

Session cLjujJbr olj-^aijo jujjojJ oI^sajoJU c_jl£\LJI cloj^Jo j^lgJI /jjuuajuuu as LcuI 
^sv 9 < HTTP Request JL cujuloj ^}-o^u.oJ I J\L> 1 jjo ujjuJ 3 Oj^JuLuo uI3jlsUI vjjj>U o-^- 

ul_$ lil Lo ci_ 9 j^oJ cLJij^b jJLuSi O3SL ul yjbjJsu IpjoJcaiUuJu i_sviJI <b*jOjjJI clszJ 

(j o 3 1 ( cljuj_qj gLi^ajuoJI (j o HTTP Request ujJUoJI jj-jjio l j_c jj-oj* I A_q> cuuuJUJI 

c 

i_sv_JI I £iLoJ i oLo^JI l j_o £,3-JI l-i-oi tjLLc jj>l JLucxS URL !ul3Jisdl 

3I g-^oJI i ^_9 ,Jjj*jja_jJI 3I c LLujI - )joJI yjbjs] Lo I t IgJUjLSZjJ jjljJI / 33 -aU IgjtxjjQo^uj ,03^ 

c 

. ^i>3jOjJI Jj^oLlC cLooujI 6cl j3 jSlgJI (_SvJLc J^-ajUU ( glJI ... CLsLLjJ cIj_j>Ju 

C c C 

< 0 _jo 3 c_SJJ I ^uobjjJI i_sv 3 o[_>ji£ijO>S Oul I^jOJuiijuiju-juj JuSUb cLo^juj\JI OJui 

c 

( cuLJuljo £:>3-joJ gj^o ^ 1 ) £:>3jojJI /iljcaiUujj jSlpJI gJojLjijaj CL03ISJ0JI dJui ,jjO 19 \LLu| 
v_5V-j-Ci t cJLuUUoJI i^Sd i disz93jO ( _SvJLc Lo jj'l cl(|jO-\J I yjGSL J J0u3 Jj-XSZJ gjo 

c 

. cL^taJI OJui dll jSil 

o^jljsjo P-Qjjio olS ( Yahoo Shopping 33 j3>L ciSuljuju ^bJI t33_juajJI g93J0 

oL>Lj ^i 3 _xjjJ ciii*S 2 J 3 cLSiLuoU Jul5 29 < §SaJI OcxSisG (_sJ| cLsLLujJI jSLjuj jjjjyjJ 

^i>3^oJ (jJJLQj 1 _SvS i3^r3jO L^JjjiS>\ i^jJI ^JLvjjJI 3 1 P^JLujJI jSLmJ C13SU < 

/5L9 < HTML i_svS ^3 j>3jo cuSJ 3 jl3>JU >^- 1 qj Hidden ^sJdx-o i_svS (j^S 

(_5vJ| LlSi^ljl v_sv jJ I ^LsJLjulI II jSl ju. J O JU 9 3 HTMI II OjSLa-iuJ j^LpJI Jl>l 

V_SV— aJ I < g 9 jJI PjSlQ_j^0 (_svj| v_5^-S2j-Jo JijujLJ C_*JLLJI j-JjJXjJ /jl -9 /xJ ( J_jO 3 ( Jl>I 3 
I t fh ul 1 JJS^uJlJI 1^33-julJLjoJ >^-L) 3 CbjLojj\JI COSlLu 1 JjO ( J0I3 J^3^) >S2jujJI UjuOwJjUO' 
(JJS^uJlJI v 3>1iLjuJIU q_il 3 ^L^tju 0—^9 Uaj gJLuoJI L yo\ib*l»_juj| Q-JjO^C CjuOJ A 9 J^rjJI 

!! LpjJLlo v_s\_*J I gJLvjuJU 

C C JJ. ^ c C 

( J_joI i_sJ33juJLjO Jl_>I (J-jO CtSil^LjO 3 Tj 3_9 OjijuUl_i 5 l CllSLjuULjaJ I ul j_jo\JI 1^-9 J-jjOJsJI 

c 

o\b% jou g_>ljjJ LpJL,j> 33Jailj tlujuu /il 9 LSjJI 3 cUjoJLsdl oISjjujJI Jol y _^3 oLo3isixJI 

Lgjl OJl> 3 ujJLsji kx ) I 6j_2jJI <*> t fh C>3_Su ul L93 j> L^jjJ oIc39JljoJI 

!ojol3 OjjoJ J clqS UjJLgjUjj I 

c c 

dLpjjuJ 6j..^aJLjtJoJ I ioLalJI 0 t fh J\Lj> i^j—O UjlSzJqjLjuJ I v_SV_iu I Aij^cl ( j3-bjoJI 1_SU>-I LljuJC>- 

c" " c 

_X _9 I lo->l UjuljuULJ /Xjj 0 ^ 3 _il. II ^ j_i3-LuJI dJjL^r glyio ^ 5 v 9 C_juljuJU Ji 9 t 3 A>uo jJq.> ,^1 

J_^ l >c cLLolS cdlajo ijSl ul ujl^cj i_svJjl Jlq^cI !! LL>I jj-iSJI i^alSu lgjkSJ3 ( c l^ 3 \j 3AjJ 

JibjjLj j_jo\JI I t fh c ^-9 ji 9 Ljuu v_s^ *J I iISjLqJI vIJjlcI < olj^iJI OJui I3J I (jjO g3J 

i) 1_SA^> 
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Phishing Scam JLu^lil JJLuuj 

pJ olS 2005 /six ol asllcI 3 < Phishing Scam JLi^\JI Jbbuuj/>bzj 2004 ^ 

i_sv-) 3 >i 5 J\JI ill ajjj ( _sJLc viJUL^aj JJL ujj cdoLuuuij JjLujj < iJJaS jjS\ c_*j 

c " s c 

. i-S^j^o 3I i_SaIjo c_jLjjaSuo (jjjjjjsJ j_$\J I IpJuO C>39 A£j T>3joI L 3>3 JLuJjjO Ip. j 3 i_svA:Aj < 

c c 

v_s\ 9 j p juJ I QazJqj ( _J _*3 O 1 J LuoJ I i_svJLc i Jaii9 QjJL*juuiJ I yj/DjS . J qJbis 0 L> I 3 

£ 

ij—O I A — "> j—jLtS A t C ( _j\ I J oJ kjJj I i_S^-)3j^^-l I -i-r?, .>/ 4j l «jUj 4 j ^3S2 juJ 1 1 P—jJ j^zJ I a_SJLouoJ I 

iJLjuo c_*JL1qj CA—o*’ ( LuoLjuu dLu 1 j_jo pJ ujjjo Ipjb ( _sJ3\JI cdbicjJU qJLuujJI ojlq} j^Jtu 

Ia_Q} ( pJLjuUjJI v_SV— 9 i3^r3JO JojIj (JjjjJo (J-C CU^buJI bbbbj UjuAACJ 6j3jjJo qJLuJjJI 
( j_o JLx^joJI iJLjuo c_*JL1qj LuoLuj g_93joJ /xjjcx^a-jJI <^sS (J^jIIclo &93jo dJi3iij JojI_>JI 

PSUqj p 3 j svjai cU 9 Lo| 4j031szx> 3 j3>oJI PjoJS 3 /j AasAjujuoJ I /x . mj I ) ilJbbLj Jb>Aj c U\b> 

.( ! Jl<^\ll 

c 

3 ( cb i3SZjuUL_| I Jl P_SJLouoJI v_sv__9 Oj_pJb v_sv_J*J I Jl*A>-\ll JjLuUj Aa>-I ^^vJLc JLuO Iju3> 

£ C £ 

lJU Aj_jujl i^SV-Jb IjCXj 3 3 . 03^3! 3 ISbjjol <^S i_SVjC>3J J^-ajUU ^£_laj JjLuJjJI ( JjO p Q jJI Ijui 

!JLiA>\ll J 3 bujj p, I3-1I I C^ 0 4^3jcxj^o CSjLqJI 

c 

uS-jJI ilLuJI 1 JjO pJLuJjjO Igjl (JjjLujI ^^vJLc CuSuuJI iJbbbj Jb>A| JjuO UjJLIoj JjLuUj - 1 

.ciszx) Jjolszii 

£ 

\ 6 jjjS 6jjb> 'CjSZJj lL\J CLuCCZ-kjjJ I iJb Ij03JLs2j 0 l _J r C%_*jUU UjJLIoj JjLuUj - 2 
6aIc[ vlbuO UjJUoj < ( \buC) ( JjjOJ3^i ) i_s 03 jji 5 J\ll JujjJI 2^3 JO { JJO Lpjl i_S^-CAj JjLu Uj - 3 

!j3jjoJI cuxIS JL>a| 

£ 

6A_5i J\l> ,3—0 L^jb i_s^-CAJ 3 cLajuLuO-^- oLx> 31 s 2 jO JL^Aj li-JuO c_j_JJqj JjI ujj ~ 4 

i^Sv-9 ‘ ... ilL j—kjj 2_jO vlJLaS^ c5A_o illj-pcj 3I d JJL*-Q-a_a_aJL^O I jSLLmj obo3-bzjoJ I 

;)dJbL> ^BjSld J ujj lJU Lp_JLb obo3lsz£jl OJui ciajJLsJI 

c £ £ 

dJLoJ Lpjb i^CJu 3 o\bcxsdl OjbfeJ i_sv9 »J I^jo\J I Jj^jujuJ Cj\Sj-uj Iglb vA'-CAj JjLuUj - 5 

IPjjoJIszJI oMjO^sJ I JibuJ ijAtCCZJO £uobjJ 



v _3_iJ \) < J-jbtiJI yj£L>->l> i_Sl LpXjAitJ A3 v_soJ I JjLuUjJI %\$j\ \j~o AjAszJI iJLji 

£ 

3 ( cL-gUb 4 _o 3 iszxJI 6 A_d> lJU OAj bxgjo t c LuCO^mj Pj 03 JLsZ£> i_Sl iLuO c_jJLIqj pJLujj i_sb 
CA_;lj 3 J 3 ( _sOb> i IAjJ> L^Sj^zJ 4J3j'3jo °^> LpJLujjjO ub sA^ 3 J cJLujjJI J^-juu ul5 Lo^jO 

lUjLJ (jjij \l9 ( PjjCX-juJj Ajjj C1I3JLC 3^ pJLuJjJI 6A£> (JjO cbLuj^xJI AjjJI 0I3JLC ul 

£ £ £ 

: ul 3 ^tszJI 3 /h I^JLajujjo ub dU >- 3 Jqj 4 JLjjuj bU J__ juu^I ul Ia_> J^jujJI < UIaj 

(jjaJjJI bl J 39 < bush@whitehouse.gov 
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Hoax Email cdULsuoJI JjLuw»>JI 

C c 

! blt>l 3 ( £lCJjO cuSJ3 < 6 jjjlS jL 1 cl>I LJLc uju-juju \J JJLujjJI (jjO £,3 jJI I Jlq} 


http 


Lojj 3 ^3^3 ^ (jjjuJ 1? >*j3jjL9 ,jjo QjilS oljj-X^u ^^vJLc Pile i_S3i>i; JJLujjJI OJui 
ojk_d> _jLjujl_hj! i Oj—kjS ul_*5>l t_$\_9 jIj—JdI i 3 1 < II o,Uj I oJLuujJI ojl^> 

uiJLoJI ub ciSbfcJax) cULuUj bijJ>l ulS 3 Tjc> P3JCSJ0 i_svj5lJI JjllajJI ^^vJLc JjLujjJI 

c 

/jUqjJI oLaJLo ( j^o i_sv-*jj Luj I cibbxS j3Juu3 Jj^jujlJI /iLldj ^3 j>3joJI jdbgrngr.GXG 

x_ 9 Ijl£j__juj[ -Lza_Qj i_S^3^j (jTLSuuu pJLuJjjO ul 3 /xj 3 >jj-C U3P >-9JL0JUuuy ujJ 3 jj 19 3_q> 

! ! u jsi] I 3 (^j» ; <loJLajULoJ I 

cLaJUIj (j-AJi-i kjj v_sJ I cj_j> J— ^ H 03 X cJI »juj ^svS Oj^uUL«j| CLS^jLuuJI 0 Jui> LsiJo 

C " ■■ c 

Lul^Lt) ul 3-\_jU i ( ! Qa^dJLjJjoJI (jjLgJLjujy l_S^3^J 0^9 bsi-l I '-r^ > 'br> ul lpJuO> />J) 

j_iSI Obo3ls2j0 P9 j 52 joJ ! PjjoI^jOsJI PjjJdij JZjSLO cJLuJjJI 6Ju3i (jjO CUtuuuuJ I £AajuO 

c 

g_>lj cL>LujlJI ( _sv_JLc j {? I QJ >_sv— Jl ciiJbkxoJI JJLujjJI j5>b CLoJlS 3 pJULcloJI JjLuUjJI o-^- 

http://www.svmantec.com/avcenter/hoax.html ! J^IJI Ijta 

£ 

6 jjJ>\ cixxiS 

c 

oljitlll 3 J_odl j^-*joI s /xJlc (_svJLc £3^1 JqjJLjju O^b* cJIqjoJI OJui J\b> o^ 

i_sv-jjl \JI < c LC3jS OjjlS 3 £3*03^ I V_a.S2_juJU 1 jjO /xCjJI ^^vJLc 3 < LpjoJciiiijujy i^jJI 

C C " C C c c c 

/jLc u. 13J ^b Li Lu»l 3 i o_2u ^b Ll^l c-il3_j\JI /xJ osto lol ul O-^L- 

( J_XD JljASlII dJLjijai ul /xJLcI ( i_sJ^II u ^LaJI S; SXJDJU»iUjULjO g_«jCXJ> CLjCX^S ,jud ^jSjOJu 

"c 

oISuljuUlJI (_S^JLc CjuuO-JuJI oL_Jj(XS 2J .jJLsijJ bo L^JuO < LpJ /xJ ol jitill 3 JSLuUUoJI 

uLoj^JI oLojsl^j b> L^juo 3 Spoofing clci\JI obJLo^j ^gJLsaju bo L^juo 3Sniffing 
i_Sij_aJI cbJLcxsd Joj-kaiejJI PjJbJLsiJI oLo3isixJI §joc> 3I DOS cLoAiJI 1 jjo 

Lg.^a.^a.>j 6juuu UJULJUUU \J3 1 l i^j^UULJULtJ ulS gj J bl3joJI 6JcpJ i_Sx3jJaJ /3JlC i ... Si 5X^bojJI 3I 

ul 3_oi ^Llll I 3 ( LpjJoLujLj 3 LpJijjiLjr -\SL£Lk kjj cJliLoJI ub Ipsio ^>bl cL>jjJ 

c c " c 

ul Jujl ^3 o\ILqjo ^ Oil ljur cuiajjX: QJ3LC v_sxj3i §juJoI3joJI OJui 

6 cIj _9 o-o A 9 3 OuUjjCO cSjliiJI e^l U s^J -jCiJU c Us^o3jo jj-C o/sb-C gJol 

! (-^vjJLuj ^bJojb cULqjoJI OJcdi 

c c c c 

^LxjvjJU £_*_CjI 3 i v_SV— 9 13 3 /xJ «jU -jClJU £3-2j3joJI 1.5x 9 Oii93 _X 9 O3SI ul ( _svjuoJ| 

■ "t 

P-JLolS pJLmjJLuJ PjLS qJ-^ol3jo (_sxJLc O^bo^- i_sOJuj^_JuJ JuSbJb v_Sx-jJ I cUxj^xSJI /xSulo-Jbzj 

.obo3JbixJI o^l JI<cjo < Ijui o-^- 

c c 

3I c 5 JlJjuo i_sl ‘OJlajoJI 0 Jui) J-aJu cSjloJI cSjjj^: ^P>sJI v^JUqjo dJU ! cLobi c dd^>-\bo 

— c 

cLoj 5 \JI Jo_q 9 o ja ^9 ‘blbjjoJI jJo^LO ^jJj Jjuubuo JojIjJ 6jLul)\II 3J>jj 0^-[9 < >>l 8^9^ ^1 
/xaLuj IjJ ( /xJLc cu qill bo I 3 093JI o^ ojjilS cULqjoJI ojcoi < ! pJ3iijuo Lpjl jSju 
pJLqjoJI j-X^boJ «=U=eiJo I3J I 6jLju\Jb cULqjoJI c_ju 15 <J 9 £SIS> ia-g-> I_sx9 b^o 
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